
How to download and install 
software releases and patches onto 
your Allied Telesyn Router or 
Switch

Introduction

The software in Allied Telesyn devices is constantly being upgraded to improve 
networking functionality. At times, issues are identified in the software, customers request 
enhancements, and new technologies are integrated into the device. 

Full details are in your device’s Software Reference and User Guide.

This document has the following sections:

■   background information on releases, patches and memory.

■   information about commands you can use to load files.

■   information about using AT-Upgrade Manager.

■   information about installing a release or patch.

■   step-by-step examples.
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2 How to download and install software releases and patches
Background information on releases, patches 
and memory

Software releases

Software releases contain the code that enables your switch or router to run. Patches 
contain small interim fixes or enhancements to the code. Both releases and patches can 
be downloaded to upgrade your device. The size of a full release varies depending on 
platform and release.

Release and patch files are available in two forms, compressed and standard. Compressed 
release files are predominantly used, and consequently only compressed files are the focus 
of this document. 

A compressed release file is indicated by a “z “ at the end of the filename format, e.g. .rez 
and .paz, rather than .rel and .pat. 

Compressed releases

Compressed release files have the following advantages over standard releases:

■ they are substantially smaller than the equivalent standard release file.

■ they require less FLASH memory.

■ they can be downloaded to the router in less time.

The disadvantage is that the startup process takes longer (5–25 seconds) when booting 
from a compressed release.

Releases are identified by names that look like “2.6.1”. In this case the major release 
number is “2”, the minor release number is “6” and the interim release number is “1”. A 
release can be stored either in EPROM, FLASH, or CFLASH, depending on the device you 
are using. Releases cannot be stored in NVS because the amount of NVS available in the 
router is not large enough to hold an entire release. A list of Allied Telesyn devices and 
their memory types is shown in Table 1.

Compressed releases are supported by the base EPROM or FLASH boot block depending 
on your device.

Table 1: Memory types on Allied Telesyn devices

AR100 AR300 AR400 AR700 AT-8700XL Rapier AT-8800 AT-9800 SwitchBlade

NVS  AR720

 AR740

CFLASH  AR725

 AR745

FLASH

Boot block  AR725

 AR745

EPROM  AR720

 AR740
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How to download and install software releases and patches 3
A compressed release is a single file with a name of the form:

mmm-rrr.REZ

where mmm identifies the router model, as shown in Table 2 on page 3, and rrr is the 
release number, e.g. 261 for Software Release 2.6.1.
 

Release licencing

All releases, except boot releases, are subject to licencing. You can download a release 
into your device, but you cannot use it until the correct licence information is entered.

The licence is encoded and is specific to a particular device and a particular release. There 
are two types of licence:

■  a FULL licence, which does not have an expiry date.

■  a 30-day licence, which expires after 30 days.

Table 2: Software Release filename formats

Filename Format Model

1-rrr.REZ AR100 series router

8-rrr.REZ AR300 series router

52-rrr.REZ AR700 series router, AR410 and AR410S router

54-rrr.REZ AR450S router

86s-rrr.REZ Rapier Layer 3 series switch, AR800 Series switching router AT-8800 series switch

sb_rrr.REZ SwitchBlade, AT-9800 series

87-rrr.REZ AT-8700XL series switch

sb-rrr.REZ SwitchBlade, AT-9800 series switch

Licence information is supplied by your authorised distributor or reseller with 
each software release.

If you are downloading files to a SwitchBlade, the release licence and 
password are not duplicated across the master and slave switch 
controller cards.
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4 How to download and install software releases and patches
To enable a release licence, use the command:

ENABLE RELEASE

To disable a release licence, use the command:

DISABLE RELEASE

To show the current status of release licences in your device, use the command:

SHOW RELEASE

A number of releases can be stored in your device at once. Your device contains INSTALL 
information specifying which release (EPROM or one of the FLASH releases) is to be 
loaded at boot. You can change this information at any time. The INSTALL information 
can be overridden so that the release stored in the FLASH boot block or EPROM is 
loaded.

If you are using a SwitchBlade, and two switch controllers are present, 
the ENABLE RELEASE command enables the release on the master 
controller card only. It does not enable it on the slave.
If the slave becomes the master, the release will become unavailable             
unless you enable the licence on the slave using the ENABLE SYSTEM 
SYSR SLVRELEASE command. 

To enable or disable the future use of a software release on the slave switch 
controller, use the commands:

 ENABLE SYSTEM SYSR SLVRELEASE=releasename 
  SLVNUMBER=releasenumber SLVPASSWORD=releasepassword

   DISABLE SYSTEM SYSR SLVRELEASE=releasename

The above SYSR commands have no effect on the current software release running 
on the switch as this is determined by the installation settings on the master switch 
controller card.

The current status of release licences in the switch on the slave switch controller 
card can be shown with the command:

SHOW SYSTEM SYSR SLAVE

A software release is specific to a particular router or switch series. It 
is not possible to run a release on any router or switch series other than 
that for which the release was made. The same router or switch release 
may, however, run on several models in the same series. If an attempt 
is made to load the wrong software release into a device the boot 
process will fail.
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Software patches

A patch contains changes to the software. A patch usually contains fixes to software 
errors, although enhancements to the software are sometimes released as patches. 
Patches are specific to a particular release, and thus to a particular router or switch family. 
Any attempt to use a patch with a non-matching release results in failure.

Compressed patches

Compressed patches consist of a single file:

mmrrr-pp.PAZ

where mm identifies the router model (Table 2 on page 3), rrr is the release number
(e.g. 261 for Software Release 2.6.1), and pp is the version number of the patch.

For example, 87251-02.paz is the compressed version of the second patch release for 
the AT-8700XL Series switch, running major release version 2.5.1.

Patches may be loaded into either FLASH, CFLASH, or, if the patch is small enough, into 
NVS, depending on the device you are using. There is no difference between a patch file 
loaded into FLASH, into CFLASH, or into NVS; the difference lies in the command used 
to load the file.

The INSTALL information that specifies the release to use also contains information about 
the patch. It is possible to load onto a device a number of different patches, but only one 
patch can be run at a time.

Once a patch is on your device, the version can be found by using the show patch 
command.

How to obtain the latest release or patch

You can obtain the latest version of releases and patches in the following ways:

■ By selecting the appropriate file from the Web site
www.alliedtelesyn.co.nz/support/updates/patches.html

■ By anonymous FTP from ftp.alliedtelesyn.co.nz.
The release files are in the directory pub/ar-releases.
The patch files are in the directory pub/ar-patches.

Commands you can use to load files

The LOADER module

The LOADER module is responsible for loading and storing releases and other files into 
either FLASH, CFLASH or NVS depending on the device you are using.
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6 How to download and install software releases and patches
The LOADER Module uses TFTP, HTTP, LDAP, or ZMODEM over an asynchronous port, 
to retrieve files from a network host. Table 3 shows which protocols are available on each 
device. It is up to you what you choose to use.

Table 3: Protocol types on Allied Telesyn devices

Files to be loaded by the LOADER module must be resident on a TFTP, HTTP, or LDAP 
server accessible via the network, or accessible via the ZMODEM protocol over an 
asynchronous port.

Configuring the LOADER module

You can configure the LOADER module using the command:

SET LOADER [ATTRIBUTE={CERT|CRL|CACERT|DEFAULT}] [BASEOBJECT={dist-
name|DEFAULT}] [DELAY={delay|DEFAULT}] [DESTFILE=destfilename] 
[DESTINATION={BOOTBLOCK|CFLASH|FLASH|NVS}] [HTTPPROXY={hostname|
ipadd|DEFAULT}] [METHOD={HTTP|LDAP|TFTP|WEB|WWW|ZMODEM|NONE|
DEFAULT}] [PASSWORD=password] [ASYN={port|DEFAULT}] 
[PROXYPORT={1..65535|DEFAULT}] [SRCFILE|FILE=filename] 
[SERVER={hostname|ipadd|DEFAULT}] [SERVPORT={1..65535|DEFAULT}] 
[USERNAME=username]

This command sets default values for the name of the file to load, the network host to 
load it from, and the memory location in which to store the file. These default values can 
be overridden when the load actually takes place. You can also configure a time delay 
between initiating a load and the start of the load. See the Operations chapter in your 
device’s software reference manual for parameter explanations.

You can display the configuration of the LOADER module using the command:

SHOW LOADER

This shows the default configuration for the LOADER module as well as the status of any 
current file transfer.

AR100 AR300 AR400 AR700 AT-8700XL Rapier AT-8800 AT-9800 SwitchBlade

TFTP

HTTP

ZMODEM

LDAP
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You can stop the current load at any time using the command:

RESET LOADER

leaving the LOADER module ready to load again. 

Loading a file using Trivial File Transfer Protocol (TFTP)

Trivial File Transfer Protocol (TFTP) is the TCP/IP standard protocol for file transfer with 
minimal capability and minimum overhead, based on UDP. This protocol is used for 
downloading patches and releases, and may be used to download other files. 

You can specify the TFTP server pathname to load from, the TFTP server file name to 
load and, if required, rename the file as it is saved to the device’s memory. If you rename 
the TFTP server file with a filename greater than eight characters long, with an extension 
of three characters (DOS 8.3 format), a DOS 8.3 format file name is dynamically allocated 
by the translation table.

To load a file onto your device with TFTP, use the command:

LOAD [METHOD=TFTP] [DELAY=delay] [DESTFILE=destfilename] 
[DESTINATION={BOOTBLOCK|CFLASH|FLASH|NVS}] [SERVER={hostname|
ipadd}] [SRCFILE|FILE=filename]

Loading a file using Hypertext Transfer Protocol (HTTP)

Your device has a built-in HTTP client and server.

To load a file onto your device with the HTTP client, use the command:

LOAD [METHOD={HTTP|WEB|WWW}] [DELAY=delay] [DESTFILE=destfilename] 
[DESTINATION={BOOTBLOCK|CFLASH|FLASH|NVS}] [HTTPPROXY={hostname|
ipadd} [PASSWORD=password] [PROXYPORT=1..65535]] [SERVER={hostname|
ipadd}] [SERVPORT={1..65535|DEFAULT}] [SRCFILE|FILE=filename] 
[USERNAME=username]

Loading a file using ZMODEM

To load a file onto your device with ZMODEM, use the command:

LOAD [METHOD=ZMODEM] [ASYN=port] [DELAY=delay] 
[DESTFILE=destfilename] [DESTINATION={BOOTBLOCK|CFLASH|FLASH|
NVS}] [ASYN=port] [SRCFILE|FILE=filename]

Only one file can be loaded at a time. Another load cannot be initiated while 
a load is in progress.
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8 How to download and install software releases and patches
Loading a file using Lightweight Directory Access Protocol 
(LDAP)

Lightweight Directory Access Protocol (LDAP) is a lightweight network-layer protocol for 
accessing X.500-like directories. LDAP runs over TCP and uses a client/server model. 
Entries in an LDAP-accessible directory tree may be identified by a distinguished name 
(DN).

To load a file onto your device with LDAP, use the command:

LOAD [METHOD=LDAP] [ATTRIBUTE={CERT|CRL|CACERT}] [BASEOBJECT=dist-name] 
[DELAY=delay] [DESTFILE=destfilename] [DESTINATION={CFLASH|FLASH|
NVS}] [PASSWORD=password] [SERVER={hostname|ipadd}] 
[SERVPORT={1..65535|DEFAULT}] [USERNAME=username]

How to install a release or patch

The INSTALL module is responsible for maintaining install information and loading the 
correct install at boot. An install is a record identifying a release and an optional patch. The 
following installs are maintained by the INSTALL module:

■  default

■  temporary

■  preferred.

The default install is the install of last resort. The release for the default install cannot be 
changed by the manager and is always the EPROM or FLASH boot release depending on 
the device you are using. The patch for the default install may be set by the manager.

The temporary and preferred installs are completely configurable. Both the release and an 
associated patch may be set on the following devices:

■ AR300

■ AR400 series

■ AR700 series

■ AT-8700XL

■ AT-8800 series

■ AT-9800 series

■ Rapier series.

■ SwitchBlade.

The release may be the FLASH boot release or a release stored in the FLASH file system 
on the following devices:

■ AR400 series

■ AR700 series

■ AT-8800 series

■ AT-9800 series.
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How to download and install software releases and patches 9
The three different installs are required to handle the following situations:

■ A default install is required to handle the case when only the EPROM or FLASH boot 
release is present, depending on your device as listed above.

■ A temporary install is required to allow a release and/or patch to be loaded once only, 
in case it causes a device crash.

■ A preferred install is required because the default install cannot be anything other than 
the EPROM or FLASH boot release, depending on your device as listed above.

The install information is inspected in a strict order. 

1. The temporary install is inspected first. If this install information is present, the 
temporary install is loaded. At the same time, the temporary install information is 
deleted. This ensures that if your device reboots immediately as the result of a fatal 
condition caused by the temporary install, the temporary install will not be loaded a 
second time.

2. If there is no temporary install defined, or the install information is invalid, the 
preferred install is inspected. If present, this install is loaded. The preferred install 
information is never deleted.

3. If neither temporary nor preferred installs are present, the default install is used. The 
default install will always be present in the device because if, for some reason, it is not, 
the INSTALL module will restore it. If the default install is deleted, the command 
succeeds, but the show install command still displays a default install that will 
invoke the EPROM code.

To change the install information in your device, use the command:

SET INSTALL={TEMPORARY|PREFERRED|DEFAULT} [GUI=file-name] 
[RELEASE={release-name] [PATCH[=patch-name]]

To delete a particular install (except the default install) use the command:

DELETE INSTALL={TEMPORARY|PREFERRED|DEFAULT}

To display the current install information, including which install is currently running in 
your device, and how the install information was checked at the last reboot, use the 
command:

SHOW INSTALL

Once you have loaded a release or patch file, its presence can be checked using the 
commands:

SHOW FILE [=filename]

SHOW PATCH

You should not set up the preferred install with an untested release or 
patch. It is advisable to install new releases or patches as the 
temporary install, and when your device boots correctly, to then set up 
the preferred install with the new release or patch.
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10 How to download and install software releases and patches
A release or patch file can be removed with the command:

DELETE FILE=filename

Using AT-Upgrade Manager

AT-Upgrade Manager v1.1 is a Java™-based application that allows you to efficiently 
distribute the following onto multiple Allied Telesyn devices:

■ Software upgrades.

■ Patches.

■ GUI resource files.

■ Help files.

■ Configuration files.

It uses a batch method of downloading the software or files via TFTP or HTTP.

Contact your nearest authorised Allied Telesyn reseller or distributor for more 
information on this product.

Examples of installing releases and patches

Installing a compressed release using TFTP

This example assumes that the device is correctly configured to allow TFTP to function. 
This means that IP has been configured and the device is able to communicate with the 
designated TFTP server. The TFTP server is assumed to be functioning correctly and the 
release and patch files are assumed to be present in the server’s TFTP directory. The 
device has no release or patch files, and is running the EPROM or FLASH boot release. 
The IP address of the server is 172.16.1.1. The name of the release file being loaded is 
8-261.rez and the name of the patch file is 8261-01.paz.

You can also use your device’s GUI to upgrade software releases and 
patches (except on the SwitchBlade and AT-9800 Series switches). See 
your device’s User Guide for more information.

This product is due to be released to European regions in March 2004.

i
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How to download and install software releases and patches 11
To install a compressed release:

1. Configure the loader.

The LOADER module is set up with defaults to make the process of downloading files in future 
simpler. All release and patch files in this device will be stored in FLASH.

SET LOADER SERVER=172.16.1.1 DEST=FLASH

2. Download the release files to the device.

The compressed release files are downloaded to the device with the commands:

LOAD FILE=8-261.REZ

The process of downloading a release file can take some time, even if the device and the TFTP 
server are connected by high speed links. An indicative time for downloading a release over 
Ethernet is 5 to 10 minutes. You can monitor the download process using the command:

SHOW LOAD

When the download has completed, the presence of the files in FLASH can be displayed with 
the command:

SHOW FILE

This shows the file 8-261.rez is present.

3. Enter the licence information for the release.

To allow these files to be used as release files, a licence must be entered for each file, with the 
commands:

ENABLE RELEASE=8-261.REZ PASSWORD=ce645398fbe NUMBER=2.6.1

The password is provided by your authorised distributor or reseller and is unique for the 
release number, in this case 2.6.1, the file name and the device’s serial number.

4. Test the release.

The release can now be tested, using the command:

SET INSTALL=TEMPORARY RELEASE=8-261.REZ

The install information can be checked with the command:

SHOW INSTALL

5. Reboot the device.

Reboot the device using the command:

RESTART REBOOT

The install is checked again. This display should indicate, in the install history, that the 
temporary install was loaded.

6. Make the release the default (permanent) release.

If the device operates correctly with the new release, the release may be made permanent 
with the command:

SET INSTALL=PREFERRED RELEASE=8-261.REZ

Every time the device reboots from now on, the new release will be loaded from FLASH.
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12 How to download and install software releases and patches
Installing a Compressed Patch

This example illustrates how to install a compressed patch on a device running Software 
Release 2.6.1.

To install a compressed patch:

1. Download the patch files to the router.

Download the patch file 8261-01.paz into the device with the command:

LOAD FILE=8261-01.PAZ

This download takes a lot less time than the download of the release files, and is verified by 
showing the files in FLASH.

2. Test the patch.

As with the release, the patch should first be checked by incorporating it into a temporary 
install, with the command:

SET INSTALL=TEMPORARY RELEASE=8-261.REZ PATCH=8261-01.PAZ

The device is then rebooted, and the install is checked again. The display should indicate, in the 
install history, that the temporary install was loaded.

3. Make the patch the default (permanent) patch.

If the device operates correctly with the new patch, the patch may be added to the preferred 
install with the command:

SET INSTALL=PREFERRED RELEASE=8-261.REZ PATCH=8261-01.PAZ

The release information is still present in the preferred install and does not have to be re-
entered.

4. Reboot the device.

Reboot the device using the command:

RESTART REBOOT

The install is checked again. This display should indicate, in the install history, that the 
temporary install was loaded.
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Other useful commands

■ You can remove a patch that is loaded onto a device, using the command:

DELETE FILE=FILENAME.PAZ

■ You can delete a specified install from the install information, using the command:

DELETE INSTALL={TEMPORARY|PREFERRED|DEFAULT}

If you add a patch to the default install, when the default install is deleted, using the 
SHOW INSTALL command will display a default install invoking the EPROM but with 
no patch.

■ You can amend an install, for example to a new patch file using the command:

SET INSTALL=PREFERRED PATCH=FILENAME.PAZ

This will change the patch file that is loaded without changing the release.

Whenever you need to refer to a file that is stored in NVS, you must prepend 
the file name with NVS. When referring to a file in FLASH, you simply use the 
filename.
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